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Summary 

The COVID-19 pandemic has sparked renewed calls for wildlife pathogen discovery efforts to predict 

emerging zoonotic diseases. Here we highlight safety and security risks associated with large-scale 

viral collection and characterization efforts and present risk mitigation strategies. Accidents may be 

minimized by international standards for sample collection, indirect wildlife sampling, and a culture 

of continuous learning around laboratory biocontainment. To prevent the proliferation of the ability to 

create pandemic-capable viruses, the security risks from the characterization of human infectivity 

need to be recognized and systems for responsible and equitable access to genomic data and machine 

learning tools created. In light of the contested benefits and unique risks of large-scale wildlife 

pathogen discovery, a focus on One Health surveillance and behavioral interventions targeted at the 

human-animal interface may be both superior for preventing naturally emerging epidemics and 

reducing the risk from accidental and deliberate emergence.  

Introduction 

The COVID-19 pandemic has demonstrated the need for substantive efforts to create lasting 

infrastructure for pathogen surveillance integrated with effective interventions. Wildlife pathogen 

discovery is one among a range of initiatives to understand and prevent the spillover of zoonotic 

pathogens from animals to humans.1 Despite questions around its benefits and cost-effectiveness,2 

zoonotic risk researchers from the United States to China have renewed calls for wildlife pathogen 

discovery for high-risk pathogens and the United States Agency for International Development 

(USAID) has launched the new DEEP VZN program to fund such work.3–5  

 

At the same time, laboratory work on pathogens is associated with a risk of accidents, and advances in 

reverse genetics protocols and enzymatic DNA synthesis continue to raise the risk from the deliberate 

misuse of virological research.6,7 Here we evaluate the possibility that zoonotic risk prediction and in 

particular wildlife pathogen discovery efforts could inadvertently increase the risk for pandemics 

through accidents or the generation of “dual-use” insights, defined as insights with potential for 

malicious misuse. We first summarize the stated objectives of zoonotic risk prediction and relevant 

technical advances, then analyze the risks of related efforts, before finally proposing 
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recommendations for risk mitigation both from specific activities and across the wider portfolio of 

pathogen surveillance approaches. 

Zoonotic risk prediction: Strategies, benefits, and advances 

Zoonotic risk prediction efforts aim to identify viral threats before they reach humans to steer public 

health interventions against future pandemics.8 Large-scale zoonotic risk prediction efforts have 

focussed on the collection of samples from wild animals to isolate and characterize viruses that might 

cause human infection. These efforts are often complemented with epidemiological studies of the 

human-animal interface and public health interventions.9 Between 2009-2020 the USAID PREDICT I 

and II programs provided $207m USD for global wildlife pathogen discovery and epidemiological 

studies to prevent zoonotic spillovers.10,11 In 2018, a massive expansion of wildlife pathogen 

discovery in the form of the Global Virome Project (GVP) was proposed.8 The proposal projects a 

cost of $1.2bn to identify 71% of the global virome. In 2021, USAID announced the new 5-year, 

$125m DEEP VZN program to fund wildlife pathogen discovery.5 

 

Zoonotic risk prediction that identifies potential viral threats circulating in animal populations may 

guide clinical assessments and the detection of spillover events as well as local risk communication.8 

For example, PREDICT found Marburg virus in bats in Sierra Leone, which now informs local 

clinical diagnosis of hemorrhagic fevers. However, this discovery does not appear to have contributed 

to enhanced preparedness for Marburg in neighboring Guinea, which detected a human case of 

Marburg virus disease in 2021.12 As wildlife pathogen discovery uncovers a vast number of zoonotic 

viruses, it is extremely difficult to assess the true potential for any individual virus to jump species, let 

alone its human transmissibility or virulence.10 Given this difficulty, PREDICT only discovered a 

single conclusive zoonotic virus that spilled over into humans - and this not through wildlife 

sampling, but from analyzing patient samples.10,13  

 

Additionally, there is hope that zoonotic risk prediction might inform future development of vaccines 

and therapeutics.14 Bat coronaviruses collected during work supported through USAID PREDICT 

funding have helped test the broad-spectrum efficiency of several countermeasures.15–17 However, it is 

unclear whether the inclusion of zoonotic viruses in broad-spectrum testing has had an irreplaceable 

and significant impact on the development of these countermeasures. The importance of zoonotic risk 

prediction to guide vaccine development may be decreasing as new fast response platform 

technologies allow vaccine development within days of identifying a new pathogen.18 Achieving these 

capabilities is dependent on the study of a small number of prototype pathogens and does not require 

large-scale pathogen discovery. Since the SARS outbreak in 2003, numerous animal coronaviruses 

have been gathered and investigated, but this work did little to prevent the COVID-19 pandemic or 

inform vaccine design.10 Instead, critical translatable insights came from studies of MERS and SARS 

after these viruses caused human outbreaks.19 Nevertheless, PREDICT-funded work has contributed 

to genomic libraries that allowed rapid classification of SARS-CoV-2, and has resulted in 

infrastructure for the rapid isolation of the virus.10  

 

Recent advances in biotechnology may increase the power of zoonotic risk prediction. New and 

cheaper sequencing approaches have enabled metagenomics, the characterization of the complete 

genomic diversity, including all viruses, in a given sample. This approach may be applied to 

environmental and wildlife samples, allowing the possibility of widespread surveillance for spreading 

agents.20 These methods mean that the rate of viral discovery is further outpacing our ability to assess 

the zoonotic potential of identified pathogens.21 Informatic approaches such as machine learning 
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models are necessary for interpreting this growing amount of sequencing data and identifying the 

highest risk viruses for further laboratory characterization.22,23 The zoonotic risk prediction workflow 

of the future might look less linear than going from wildlife sample collection to laboratory 

characterization, and will almost certainly feature the computational characterization of identified 

genomes (Figure 1).  

 

 
Figure 1: Zoonotic risk prediction workflow and associated risks 

The addition of computational methods for predicting viral properties makes the zoonotic risk prediction workflow less 

linear. The training of machine learning models is informed by both genomic and functional data from laboratory 

characterization. Both computational models and laboratory characterization studies inform wildlife sample collection. 

Different safety and security risks arise throughout the zoonotic risk prediction workflow. Inspired by Fig 1 in Carlson et 

al.22  

 

Zoonotic risk prediction approaches uniquely aim to characterize viruses with pandemic potential 

before the viruses spillover or spread into the human population. Hence, they may increase the risk for 

an accidental introduction of a zoonotic virus into the human population or the malicious engineering 

of pathogens for deliberate release. Biosafety and biosecurity risks may emerge throughout the 

zoonotic risk prediction pipeline (Figure 1). In the following section, we characterize these risks and 

propose strategies for risk mitigation.  

Risks Associated with Zoonotic Risk Prediction 

Accidental exposure and laboratory escape risks 

Many epidemiological approaches for reducing the risk of viral spillover involve the reduction of 

high-risk interactions between humans and animal populations.9 However, viral collection efforts for 

zoonotic risk prediction itself may constitute such high-risk behavior. A recent article about work 

conducted as part of PREDICT in Brazil showcases exposure risks: “Monkeys have bitten and 

sneezed on Gordo [...]. He says his wife complains when he stashes monkey carcasses in their home 

fridge.”24 Safe field sampling remains a technical challenge as the thin gloves required to maintain 

dexterity when handling fragile wildlife are easily penetrated by teeth and talons.8,25,26 Furthermore, 

recent cases in Asia highlight that exposure can go unnoticed until symptom onset after return to the 

home environment.26 Lack of universal standards for and access to personal protective equipment, 

secure storage facilities, and reliable transport routes can leave pathogen samples unaccounted for and 

local communities vulnerable to exposure.27  

 

The storage and handling of pathogens in a laboratory present another set of risks. SARS-CoV-1 has 

escaped on four separate occasions from laboratories and hence has more frequently been documented 
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to enter the human population from laboratories than from nature.28 Laboratory escape risks are 

increased if viruses are engineered or selected for transmissibility, immune evasion, or virulence. The 

risks from gain-of-function research on potential pandemic pathogens to inform surveillance and 

countermeasure development have been extensively debated over the past decade.29 While not 

considered gain-of-function research, even assessing for the replication potential of zoonotic viruses 

in human cell lines can select for viruses with human transmissibility, which may hence feature 

greater pandemic potential than their ancestors isolated from wildlife. Furthermore, metagenomic 

sequencing approaches which frequently only yield genome fragments of novel viruses may lead to an 

increased number of viral recombination experiments.30,31 Regardless of whether viruses are modified, 

bringing high-risk zoonotic viruses from remote areas into laboratories in urban centers embedded in 

the global transportation network could accelerate the local and global spread of disease in the event 

of an accidental release.32   

 

Biosecurity risks of identifying a pandemic-capable virus 

Advances in biotechnology continue to lower the barrier to the synthesis and engineering of viruses.33 

As these capabilities improve, the risk increases that the ability to create a pathogen for deliberate 

release falls into the hands of an individual interested in its misuse. Right now, we are partly protected 

by our limited knowledge of pathogens that are capable of causing a global pandemic. Though the 

chance is very low that a given animal virus is transmissible between humans, large-scale viral 

collection and characterization efforts to identify the majority of the 1.67 million projected unknown 

viral species may well turn up a rare pandemic-capable pathogen.8 Currently, collected viruses are 

sequenced, following which their genomes are uploaded to publicly accessible databases and ranked 

according to their spillover potential.14 High-risk viruses are chosen for laboratory characterization of 

their potential to transmit and cause disease in humans. To identify from all collected viruses with 

public genomes those which are pandemic-capable allows individuals, groups, companies, or states 

the ability to start a pandemic - now or down the line, as viral synthesis capabilities become 

increasingly accessible.34 This could result in the accidental or deliberate release of the virus, even if 

the pathogen in question was unlikely to enter the human population via a natural spillover event. 

Furthermore, a biological event caused by a deliberate release may be worse than one caused by a 

zoonotic spillover. Even if a synthesised pathogen is not engineered for enhanced transmissibility, 

virulence, or immune evasion, a malevolent actor could introduce pandemic viruses in multiple highly 

populated locations at once, making containment nearly impossible.35  

 

Dual-use potential of computational tools for zoonotic risk prediction 

Advances in genomic sequencing mean that viral discovery is increasingly outpacing the downstream 

characterization of zoonotic potential. Machine learning approaches are being developed to interpret 

these data and identify the highest risk viruses for follow-on laboratory characterization.21,22 Multiple 

groups have employed sequence interpretation approaches with improving success for identifying 

human-infecting viruses.36–38 For instance, Bartoszewicz et al. published a reverse-complement neural 

network approach to predict whether a virus can infect humans directly from next-generation 

sequencing reads.38 These computational capabilities feature dual-use potential, which will only grow 

as these capabilities become more sophisticated and powerful. For instance, the interpretation of 

genomes to infer transmissibility and virulence may be misused to identify viruses with these 

properties from published or experimentally derived datasets for intentional release. In the future, 

improved versions of these tools might be used to guide experiments attempting to enhance pathogen 

transmissibility and virus.39 Present tools do not allow for sensible optimization of viral genomes as 
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they operate on short sequence fragments and do not capture the biologically relevant sequence space 

in a meaningful way.38 As these tools advance, this dual-use capability needs to be preemptively 

addressed. Computational methods for identifying candidate zoonoses that feature less potential for 

misuse are ones that do not involve sequence interpretation, for instance ones solely using taxonomic 

data, similarities between host receptors, or genomic signatures of host range including dinucleotide, 

codon, and amino acid biases.23,40–42 Reservoir network-based and trait-based studies for predicting 

viral reservoirs, such as a recent effort to identify undetected betacoronavirus hosts, also feature little 

potential for misuse and may be beneficial for informing targeted surveillance of the human-animal 

interface and behavioural interventions.43  

Mitigating risks from zoonotic risk prediction 

Strategies for mitigating biosafety risks 

Many of the risks associated with wildlife pathogen discovery and zoonotic risk prediction may be 

reduced by adopting risk mitigation measures or completely averted by using alternative strategies 

(Table 1). Exposure risk from wildlife sample collection may be reduced through the use of improved 

PPE and biosafety practices. While universal protocols for the sampling of animals in laboratories 

exist, there are no international standards for wildlife sample collection. International agencies, for 

instance through the recently created One Health High Level Expert Panel (OHHLEP),44 should take 

the lead on developing universal standards for reducing exposure risks and could draw on existing 

protocols, such as those employed by PREDICT, to this end.45 The risk for exposure to wildlife 

viruses may also be reduced through focussing on alternative strategies for zoonotic risk prediction, 

such as serological studies of high-risk populations at the human-animal interface or the indirect 

sampling of wildlife through metagenomic sequencing of waterway samples in dedicated facilities 

with specialized personnel.20,46 A focus on these strategies would prevent accidental exposure through 

bite or scratch injuries, and mitigate risks around sample storage and transfer. 

 

Laboratory escapes may be reduced through improved biosafety practices. Any laboratory engaging in 

high-risk research should adopt the new ISO 35001 standard for laboratory risk management.47 

Additionally, routine diagnostic surveillance of laboratory workers might not only help to contain 

laboratory-acquired infections but may enable continuous improvement of biocontainment practices. 

Positive reinforcement for reporting accidents may help to ensure fast response to a release and 

continuous improvements of equipment and practices. However, laboratory escape risks can never be 

reduced completely given the important factor of human error in driving these risks.48 Laboratory 

escape risk scales with the amount of work taking place - Lipsitch and Inglesby estimate at least a 

0.2% escape risk from a BSL-3 laboratory per person-year of work.49 Strategies that minimize 

laboratory work on pathogens with the potential for human transmission would help to reduce the risk 

of escape. This may take the form of adopting safer experimental strategies such as using pseudotyped 

non-human viruses to study highly pathogenic or transmissible pathogens.50 The recombination or 

enhancement of potential pandemic pathogens should only be conducted after extensive and 

transparent risk-benefit assessment.51  

 

Managing biosecurity risks from genomic data and models 

Certain information generated by zoonotic disease prediction work may feature potential for misuse 

and should not be accessible to everyone. A small number of viral characterization experiments that 

study human fitness indicators in cell culture or animal model experiments can credibly identify 

pandemic potential. Once a pandemic-capable pathogen has been identified, its genome features high 
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dual-use potential: it may inform biosurveillance while also constituting a blueprint to cause 

widespread harm. Focusing on wildlife pathogen surveillance without laboratory characterization of 

human fitness indicators of viruses that might never reach humans would remove the bulk of 

biosecurity risk from zoonotic risk prediction. This would only involve stopping a small fraction of 

current efforts and would still allow the use of discovered viruses to help test the broad-spectrum 

efficiency of countermeasures. 

 

To reduce the risk of genetic information on potential pandemic pathogens enabling the malicious or 

accidental release of such a virus, open science and biosecurity experts need to collaborate to create 

solutions for responsible access to such data.52 Such solutions need to ensure that the genetic 

information that is needed for certain countermeasure efforts is shared selectively and equitably with 

relevant stakeholders while barring access to anyone without a legitimate reason. Bedford and 

colleagues argue that application programming interfaces (APIs) - mechanisms by which users 

communicate with computers, code, and databases in an automated way - could be used for security 

authorization for accessing epidemiological data.53 

 

Similarly, API access may be used to address dual-use risks from pandemic prediction software tools 

as their power and range of application increases.52 OpenAI has deployed an API model to control 

input parameters and prevent misuse of the language model GPT-3, demonstrating that APIs are a 

technically feasible and scalable solution to ensure responsible access to general purpose ML 

models.54 Indeed, the use of APIs might not only prevent misuse but also ensure equitable access. 

Modern models are usually difficult to run because of dependencies or requirements for special skills 

and might require costly compute resources. Free access to cutting-edge zoonotic prediction tools 

through API models would remove these barriers and ensure that the benefits of these advances can 

be reaped across different resource settings. The new Berlin-based WHO pandemic and epidemic data 

hub needs to guide new global solutions for the management of genomic datasets and computational 

models to ensure responsible and equitable access. 

 

Table 1: Safety and security risks of zoonotic risk prediction and mitigation strategies 

Risks Risk mitigation 

Exposure risk on wildlife sample 

collection 

● Develop universal biosafety standards for viral 

collection 

● Focus on indirect wildlife sampling, e.g. of 

waterways or fecal droppings 

● Focus on human sampling at animal-human 

interface 

Laboratory escape of viruses selected 

or engineered for human transmission 

● Improved biosafety practices 

● Minimize work with infectious virus, e.g. 

through using pseudotyped viruses 

● Minimize enhancement of human transmissibility 

Deliberate release of identified 

pandemic-capable viruses 

● Focus on zoonotic surveillance with minimal 

characterization of pandemic potential 

● Responsible and equitable sharing of genomes of 

plausible pandemic-capable viruses 

Misuse of computational models for 

prediction of transmissibility and 

● Application programming interface (API)-based 

access to relevant models to prevent misuse and 
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virulence ensure equitable access 

● Focus on extrapolating from taxonomy and gene 

markers of host range rather than interpretation 

of sequences 

 

 

Discussion 

Is wildlife pathogen discovery more trouble than it's worth?  

In this article, we identify significant safety and security risks associated with large-scale wildlife 

pathogen discovery. Wildlife pathogen discovery may be associated with a unique risk of bringing 

zoonotic pathogens from the remotest areas into human proximity - both physically and in the form of 

dual-use genomic information. While wildlife pathogen discovery undoubtedly increases our general 

ecological knowledge, the benefits and cost-effectiveness of these activities for pandemic 

preparedness are controversial.1,2,30 Zoonotic risk assessment based on wildlife sampling results may 

produce data that is inherently biased and rapidly changing, limiting its usefulness.30 Some leading 

epidemiologists argue that the importance of viral discovery for pandemic prevention has been 

overstated, and these efforts divert funding and attention from effective early detection systems.2  

 

A closer focus on the human-animal interface and detecting pathogens that are most likely to infect 

humans may generate more meaningful data for predicting and preventing zoonotic epidemics.55 

Evidence suggests that zoonotic viruses can often infect humans many times without causing long 

chains of transmission before acquiring mutations that allow for enhanced human-to-human 

transmissibility.1 Hence, accurately identifying infection with novel pathogens in individuals in high-

risk occupations and locations may be a promising approach to predict which zoonotic pathogens 

might at some point cause a pandemic.30 This may be achieved through accurately identifying the 

source of a suspicious infection using genomic sequencing methodologies and conducting 

immunological screening for signs of previous exposure to novel pathogens.56,57 A close focus on the 

human-animal interface would enable a One Health approach for zoonotic risk prediction that 

integrates human, animal, and ecological health. Once spillover of a novel zoonotic pathogen is 

detected, this can inform efforts to isolate and characterize the pathogen in question to guide further 

surveillance activities and public health interventions.1 Adopting such a highly focused approach for 

zoonotic risk prediction may not only avoid safety and security risks associated with the large-scale 

collection of wildlife viruses, but also generate more actionable insights - and likely at a lower price 

tag.  

 

An important part of PREDICT were social and behavioral interventions that could concretely reduce 

zoonotic spillover risks, such as informing local populations of risks from animal handling.9 

Additionally, better management of wildlife trade and reduction in deforestation may reduce high-risk 

behaviors and spillover risk.58 In contrast to the investigation of the molecular nature of spillover 

events that is both of questionable benefit and creates dual-use insights, these interventions can reduce 

the risk of zoonotic outbreaks without generating additional risks. Similarly, programs that aim to 

strengthen global public health infrastructure are critical for pandemic preparedness and should 

receive dedicated investments rather than being relegated to a side effect of wildlife pathogen 

discovery efforts.10  
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Beyond zoonotic risk prediction 

Pathogen surveillance to detect novel pathogens in human populations not only contributes to 

zoonotic risk prediction when employed in high-risk settings but is critical for containing outbreaks of 

any origin and guiding fast response countermeasures. However, it is important to note that human 

pathogen surveillance efforts may also generate predictive models with potential for misuse (see 

Figure 2), and the public sharing of human genetic data may be associated with privacy risks. 

 

 
Figure 2: Benefits and risks associated with different pathogen surveillance approaches.  

Benefits are stratified into prevention (identification of zoonotic pathogens before human-to-human transmissibility is 

acquired), clinical detection (detection of early spread of novel pathogens in individuals presenting clinically), non-clinical 

detection (detection of early spread of novel pathogens in non-clinical setting, for instance in high-risk populations, 

wastewater, or waterways), and response (supporting response efforts through providing actionable information otherwise 

not available). Risks are stratified as discussed into safety (accidental exposure or release), identification of pandemic-

capable viruses, creation of dual-use computational tools, or privacy risks. ID = identification of; DU = dual-use, ML = 

machine learning. 

 

The lowest risk may feature approaches that do not generate large genomic datasets suitable for 

virological prediction, such as tiered surveillance methods which only employ sequencing if other 

diagnostics have failed to identify the source of infection. For instance, the Sentinel project conducted 

by Africa CDC combines the use of paper strip tests for common pathogens, multiplexed Cas13 

diagnostics that test for a broad range of known pathogens, and sequencing for all otherwise 

unidentified cases.59 In-depth evaluation of analysis of the benefit and risk profiles of different 

approaches needs to inform the strategic allocation of pandemic preparedness funding. A mixed 

methods portfolio consisting of a focus on tiered surveillance of clinical patients, coupled with 

immunological surveillance of at-risk populations for zoonotic risk prediction, and eventually 

environmental metagenomics might be a solution that maximizes the ability to predict, detect, and 

respond to biological events from any source while minimising biosecurity and privacy risks.  

Conclusion 

Our evaluation of risks associated with zoonotic risk prediction efforts highlights how considering 

both risks and risk mitigation is important when making pandemic preparedness investments. 

Prevention of viral zoonotic pandemics may be very cost-effective58 - but only if chosen interventions 

do not inadvertently increase risks from accidental or deliberate pandemics. National agencies and 

international organizations, for instance through OHHLP, need to engage in high-level strategic 

evaluation of how to build preparedness infrastructure for maximal benefit: How do we trade off 

prevention, detection, and response and which approaches contribute to all of these? What is the cost-

effectiveness and risk-benefit ratio of different approaches? What approaches might complement each 

other versus which ones create unnecessary redundancies? Risks around the creation of large-scale 
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dual-use data need to be further characterized and the broader question of how to ensure data 

management that is “as open as possible but as closed as necessary”.60 Given we are approaching a 

future with increasingly accessible and powerful biotechnology with potential for misuse, we need to 

consider how to achieve preparedness infrastructure that addresses pandemics of any origin.  
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